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Agenda

A Introductions

A Purpose of Business Continuity
G s I n My Pl an?
A Implementation Steps
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Introductions

A Welcome
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Purpose of Business Continuity
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Office of Business Continuity Roles

AWh at ]l S ouUr uni t os
A In isolated disasters, our business

DrOCcess Is to restore yours- as soon as
nossible

A During larger disasters, our role is to
coordinate restoring campus operations
as soon as possible.

A Aid departments in preparing for
disasters through creation of Business
Continuity Plans
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What s I n My Pl an?
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What Will My BCP Include?

A What Must Be Done

A The steps that must be taken to
minimize the impact of the event upon
your operations

AWho Wi | | [0 W (S i =

A The roles & responsibilities of the
personnel assigned to the recovery
effort

A When It Must Be Done

A A timeline for executing the strategies in
the plan
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What Will My BCP Include?

A Development of Business Unit
Recovery Team (BURT)

A Employees from your office, clinic or
laboratory charged with leading your
recovery effort.

A Work-Around Procedures

A Inventory or Photographic Catalogues
of your Unit
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How BC Plans Are Built

A Users input answers to survey
guestions (BIA)

A Users upload internal operating
procedures or processes

A UTSW Office of Business Continuity
develops global documents
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How Will We Do This?

A Your Departmental Unit will complete a
BusinessIimpact Analyses

A Business Continuity Survey

A Enter in BIA data via an electronic survey that
focuses on continuity issues

A Information Resource Survey

A Enter in Software Application and hardware
Information

A Criticality
A The Office of Business Continuity and |
Information Resources will follow up with you if
additional information is required.

A The survey and interview derived data will
be used to print your BCP
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Implementation
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Implementation Steps

A User Training

A Understand the Surveys
A UTSW BR Survey 2.0
A IR/DR Survey 1.0

A Department Planning Meeting
A Gather Information
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User Training
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Logging into Sustainable Planner

£ Virtual Corporation’s Sustainable Planner - Microsoft Internet Explorer
Fde Edt Wew Favortes Tooks Help 1

[
addess | @] https:[fsp12. virtwakcorp.net fsignon, aspictasst=n 1] o

5:' SUSTAINABLE PLA NN ER™

Please Enter Your User ID and Password, and Click Sign-On

1. User ID/Password

2. Lost Password

User 1D:

3. SP Assistant

Password:

1

Your initial Login:
Username -An Your UTSW Logi no SMATHTY)
Password - 123456*

*Change your password on initial login
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The SP Dashboard
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Change Password | Sign-Off

wWelcome...

H ThA
Welcome to Sustainable Planner what would you like to do today?

Your last sign-on was Tuesday, September 09, 2008 At 4:44:25 PM
Your Password Expires In 79 Days e Start 3 new Survey or
update an existing Survey

This is vyour Sustainable Planner Dashboard,
* Generate Reports and Plans

On the top are survews which have been assigned to you. Click on a survey dascription to edit or review a survey,

« View/Save a Report or Plan

On the bottarn is a list of folders to which you have access. Click on a folder description to view and rmanage docurnents in

the folder, . .
e folder e Add/Edit Docurments in a

Report or Plan

My Surveys 1 ¢ Change your Passwaord
[Display Status of Reports ¥ou Have Submitted to be Generated) s Log off Sustainable
Planner™
Click on the Survey Description to open the survey, —_
Description Status

UTSW Admin 1. My Surveys
2. My Documents
3. SP Assistant

UTSW Business Recovery Survey Mo Response Reports
(UTSW BR Survey 2.0)

My Documents 2 4. Change

[Dizplay List of Docurnents ¥You Have Checked Cut) Password
Click on the Folder Description to manage docurments for the folder, [Click here for "Adobe Acrobat Download™) 5 Slgn . Off

[Expand All Folders)l (Close All Folders)

[l sample BR (incl. survey and local docs)
C1uTSW Admin

[Turn Off the Assistant]




Taking a Survey

Change Password | Sign-O4ff

Welcome to Sustainable Planner™

Your last sign-on was Tue

vourpassd A BCP User Activities

This is your Sustainable Flanner Dashboard.

On the top are surveys which have been assigned to v A Select the Survey you WiSh to

COn the bottom is a list of folders to which you have ag k
the folder. ta e

My Surveys

(Display Status of Reports You Have Submitted to be Generated)

Click on the Survey Description to open the survey.

. Description Status
UTSW Admin->Business Continuity Plans->0ffice of Auxilary Enterprize- =Administration

IR/DR Survey 2.0 In Progress Reports

UTSW BR Survey 2.0 Mo FEesponse Reports
-

My Documenis
(Display List of Documents ¥You Have Checked Out)

““ Click on the Folder Description to manage documents for the folder. (Click here for "Adobe Acrobat Download")

(Expand All Foldars) (Close All Foldars)
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Auto Save In 14.5 Minutes

Scroll Down << Previous Page Next Page == Check Spelling Dashboard Finish

#4 Primary Processes

UTSW Admin @ UTSW BR Survey 2.0 Test Survey

~voredd 1- Navigation
#4 Primary Processes 2 ~1 2. Survey Page Overview
What are the Primary Processes of your business unit? 3. Survey Page |!’]StI’UCtIOﬂS
4. Pop-Up Headings

1 - In order of criticality, please list all primary processes performed at this business unit.
2 - Provide detailed descriptions of these processes.

3 - List the Time to Serious Impact for this process. 3

4 - Use "Page Notes" to capture any additional information.

4 Time To

Action  Primary Process Description Serious Impact
I | [222 ~]
| | [222 =]
| [ BE ~]
| [ [722 ~]
| | EZ <]

5. Add Page Note
6. Update Page 5 6

Add Page Note | Update |

7. Navigation
8. Spell Check

Scroll Up =< Prewvious Page  Next Page == Check§relling Dashboard = Finish



Survey Discussion UTSW BR Survey 2.0
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Departmental Business Units

A Intended to be a description of a clinic, an
office, a research laboratory that needs its
own unique Business Continuity Plan (BCP)

A Although there may be a Department of
Neurology, there will most likely be three
unique BCPs:

A Laboratory
A Administration

A Clinic
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Primary Process

A A vital or critical function that is the
primary purpose of a business unit.
Without that process, a business unit
cannot operate or remain viable.

A Depending on the length of the
Interruption, the business unit could suffer
serious financial, legal, regulatory

damages/penalties.
A - . See Sample
A Exampleg of primary processes: mrimary

A Processing payroll Processes

A Patient Examination / Treatment
A Culturing of bacteria, viruses, cells
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Input Dependencies

A Any item or information provided to
your business unit that enables you to
complete your primary process.

A For example:

A If one of your primary processes Is
NRepal r "SRR Pr oc e
your dependencies would be the receipt
of Interdepartmental Requests Forms.
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Output Dependencies

A Any Iinformation, reports, services
developed by your business unit and
provided to another department
(internal or external)

A For example:
A Annual Report

A Monthly Clinical Report
A Transaction Recelpts
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Work from Home

Assume that work from home
IS possible when answering
certain questions.

Procedures cover the various

means of accessing \

Information remotely from a >
%\ l

computer and the various
applications or networks |
available for this same \
purpose.

A Any work from home option
must first be approved in a
real disaster event but can be
planned for in advance.
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Alternate Location

A This section provides the
steps to take should a
disaster occur to the facility
where the department team
IS located.

Addresses issues with
Alternate worksites and
needed supplies/equipment

Any alternate location option
must first be approved in a
real disaster event but can
be planned for in advance.
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Survey Discussion IR/DR Survey 1.0
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IR/DR Survey

A The DR survey is specific to the
Information Resources

A Computers Systems B i

A Workstations ﬁg‘“\—\’ /) &
A = 3 22
A Servers e
A Applications | ik
A Software T g @ o
= I S

A Dependency

A Completed by IT person, if applicable
A Send the name to Shane or myself
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Taking a IR/DR Survey

MEDICAL CENTER 3|
N Change Password | Sign-Off

Welcome to Sustainable Planner™

Your last sign-on
Y

This is your Sustainable Planner Dashboard

On the top are surveys which have been as

A Select the IT-DR survey

On the bottom is a list of folders to which
the folder.

A Short (6 or less pages)

(Display Status of Reports You Have Submitted to be Generated)

Click on the Survey Description to open the survay.

Description Status

UTSW Admin->Business Centinuity Plans->0ffice of Auxilary Enterprise- =Administration
IR/DR Survey 2.0

In Progress Reports
UTSW BR Survey 2.0 Mo Response Reports
- - My Documents
(Display List of Documents You Have Checked Out)
Click on the Fslder Description to manage documents for the folder. (Click here for "Adobe Acrobat Download")
(Expand All Folders) (Close All Folders)
S ——
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Taking IR/DR Survey (Cont.)

;ilifo Save In 5 Minutes

Scroll Down | << Previous Page = Next Page »> | Check Spelling Dashboard | Finish

#50 Application Infarmation j

Administration : IR/DR Survey 2.0

“Note:Required-fields-shewn in RED |

#5 Application Information

What computer applications and databases are used by the business u A P rOVI d e I nfo rm a.tl O n abo Ut:

1 - List all computer applications and databases utilized by the business
yvour control or outside vour control. Also, list applications accessed p SOftware
2 - What is the application's version? (Please put "N/A" if you don't know
3 - What is the alias name for this application? This may be an acronym, | A
4 - What server is the application residing on? Hardware

5 - How long can your business unit function without this application befd
6 - Who is the internal contact person for this application?
7 - 15 there a documented Disaster Recovery Plan (DRP)? The DRP may b4

) All Computer Applications Time To
Action & Databases Wearsion Alizs or DNS Name Server Name Serious Impact Application Location Support/Contact
[ | | |-- No Item Selected -- x| |777 EREEE =
[ I | |-- No Item Selacted -- x| |777 EAREEE =
I [ [ |-- No Item Selacted -- x| |777 EIREEE =l
I [ [ |-- No Item Selacted -- x| |777 EIREEE =l -
[ [ | |-- No Item Selacted -- x| |777 EIREEE =l |
Add Dana Mlaota Ilrrl=to .
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Contact Information for Disaster
Recovery Survey

A Vi Nash x50903
A IR Disaster Recovery Manager
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Department Planning Meeting
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Department Planning Meeting

A ldentify the Business Unit Team Leader,
Alternate Team leader (s), and a BC Plan
Coordinator

A Introduce the purpose and format of Business
Continuity planning

ADefl ne the scope of t he
identify possible businessunits that may need
to be separated out. (i.e. Divisions)

A Discuss the various primary processes of the
business unit and any specific needs that need
to be addressed in the plan

A Outline the various pieces of the BCP that will
need completion

A Inform your team of the target deadline for
completion
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Gathering Information
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