UT Southwestern Medical Center
Computer Support for Students and Postdocs

Installing VPN for PC Users

Parts of the school's curriculum are not available from off campus without special connectivity for
greater security. The software used to connect directly to the UT Southwestern network is called
Virtual Private Networking (VPN). Cisco VPN has been the software used here at UTSouthwestern;
however, there is now a new web alternative to Cisco VPN, it is Juniper VPN. For directions on
obtaining and using Juniper VPN, click here.

(Note: Information Resources recommends the use of Juniper VPN; however, there are no plans to
disable Cisco VPN at this time.)

Examples of systems that will need VPN to be reached from remote locations such as home and while
travelling are:

Videos of the MS2 lectures

e-journal subscriptions

Common medical reference books, such as Harrison's Principles of Internal Medicine, and
Internal only content on the Web Curriculum site

Below are the directions for obtaining and using VPN. Before proceeding, confirm there is no
other VPN client installed. This includes any UT Southwestern VPN clients or VPN clients
from other institutions. To review loaded programs in Vista:

1. Select "Control Panel" from the Start menu.

2. Select "Programs and Features."

3. Review programs that appear in the window to determine if another VPN client is loaded. If so,
uninstall the client.

Instructions for Downloading Cisco VPN

Open a browser window.

Go to the VPN Download page.

Select the appropriate VPN version. (Note: version 5.0 should be used on XP as well as
Vista).

4. Select "Save" in the pop-up window.

File Download - Security_ WaLni_n‘_,.. @,

Do you want to run or save this file?

i’q Name: VPN5.0.00.exe

Type: Application, 9.51MB
From: inside,utsouthwestern.edu

wN e

Run ] [ Save J [ Cancel ]

i ""“»-I While files from the Intemet can be useful, this file type can
.\\,@ potentially hamm your computer. If you do not trust the source, do not
run or save this software. What's the risk ?



http://www.utsouthwestern.edu/utsw/cda/dept28610/files/73794.html
http://inside.utsouthwestern.edu/irweb/network/vpn.htm

UT Southwestern Medical Center Computer Support for Students and Postdocs

5.

6.
7.

Select "Desktop" from the top of the folder section of the Save As window.

Save As
> v\ 9 || Search Ll
: T E 3l S
— — e e —————

Date modified
Bl Desktop
% Recent Places
(8 CTomputer 5 i
[ Documents , Public ‘ :
E.‘ Pictures . '
| ﬂ Music 2&‘, Computer |
: More » o
| Folders A &“ Network I
File name: =
Save as type: | Application v]
| & Hide Folders [ = ] [ e ]

Select "Save." The VPN installer will now be saved to the Desktop.
Close all open programs. This is a critical step to ensure VPN is loaded correctly.

Installing Cisco VPN for XP

®NOU

Double-click the VPN Installer file downloaded earlier.

A message prompting the need to run the Firewall Exception batch file when the computer
reboots will appear. Select "OK."

Select "Unzip."

Select "OK." VPN will now be installed. It may take up to several minutes for the install to
complete. During the process several dialog boxes will open and close. When completed, the
program will restart the computer.

After the computer reboots, select "My Computer" from the desktop.

Select the C drive.

Double-click the VPN folder.

Double-click the "Firewall_Exception" file. A black window will open and then close by itself.
The installation is now complete. To log-in, proceed to the "Running Cisco VPN" instructions
below. (Note: Step 8 applies to version 4.7 only.)

|
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Installing Cisco VPN for Vista:

1. Select "Run" from the Download Complete window.

Downlosd complete I S
/%

g Download Complete

VPN5.0.00.exe from inside,utsouthwestern.edu

Downloaded: 5.51MBin 13 sec
Download to: C:A\Users\Admin\De.. \VPN5.0.00 exe

Transfer rate: 74SKB/Sec
[ Close this dialog box when download completes

Run | [ Open Folder | [ Cose |

2. A Security Warning window will appear. Select "Run."

Explorer - Security Warning PP —— lﬂ

The publisher could not be verified. Are you sure you want to run this
software?

Name: VPNS5.0.00.exe
Publisher: Unknown Publisher

| R || DontRun |

should only run software from publishers you trust. How can I decide what
software to run?

Ie This file does not have a valid digital signature that verifies its publisher. You

3. A reminder to uninstall any other VPN client will appear. Select "OK" if positive no other VPN
clients are loaded.

RRXKRXRRFRKRKIRRSR IMPORTANT REXXRLLXIXRRLLLRR &'

Before installing the Cisco VPN v5 client, please uninstall any
previous versions thru the "add/remove proegrams” applet in
Windows Control Panel.

oK Cancel
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4. 1If the User Account Control window appears, select "Allow."
5. Select "Install" from the UT Southwestern VPN Installer window.

LZ UT Southwestern VPN Installer 5.0.00 - 2k-XP-Vista = e

This will install the Iatest version of the Cisco Systems VPN
Client and profiles.

Please Use Default Locations

Temp location = Citempwpns

install Location = C:\Program Files\Cisce Systems\WPN Client

if default locations are *not* used. you will need tc manually copy
the PCF files to the Profiles Directory of your install.

Destination folder
C emgivge) « [ Bowe. |

Installstion progress

[ Install ] [ Cancel

6. Select "Install" from the UTSW Addition Profile window.

"UTSW Profile Addition for Cisco Systems VPN e =]

This will install the correct profiles forthe UTSW Network.

Destination folder

Installation progress

Install ’ [ Cancel |
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7. The Welcome Screen displays. Select "Next."

i) Cisco Systems VPN Client 5.0.00.0340 Setup L%
Welcome to the Cisco Systems
VPN Client 5.0.00.0340

Installation Wizard

It is strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any programs
you have running. Click Next to continue the installation.

WARNING: This program is protected by copyright law and
international reaties.

Unauthorized reproduction or distibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

_<Back4L Next > ] [ Cancel ]

8. Review the license agreement. Indicate the appropriate choice.
9. Select "Next."

P Cisco Systems VPN Client 5.0.00.0340 Setup C="T X ]
e .
License Agreement 6

You must agree with the kcense agreement below to proceed., -—<s
Client Software License Agreement of Cisco Systems =
L

THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE IS
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT

SET FORTH BELOW. BY CLICKING "YES' ON THIS SCREEN, YOU
INDICATE THAT YOU AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON "YES".

IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK"NO" ON THIS SCREEN, IN WHICH CASE YOU

WILL BE DENIED ACCESS TO THE SOFTWARE. -

@ | accept the icense agreement
) | do not accept the license agreement

[ Reset ] [ < Back ][ Next > ] [ Cancel
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10. The destination folder prompt displays. Select the default location.
11. Select "Next."

co Systems VPN Client 5.0.00.0340 Setup | =in =i S
. E———— 3
Destination Folder 6
Select a folder where the application will be mnstalled, .
B .

The Wise Installation Wizard will install the fées for Cisco Systems VPN Client
5.0.00.0340 in the following folder.

To install into a different folder, click the Browse button, and select another folder.
You can choose not to install Cisco Systems WPN Client 5.0.00.0340 by clicking Cancel
to exit the Wise Installation Wizard,

Destination Folder

C:\Program Files\Cisco SystemstWPN Clent

| <Back | New> | [ Cancel |

12. Select "Next."

ms VPN Client 5.0.00.0340 Setup | o it S
—

Ready to Install the Application
Click Next to begin installation.

Chick the Back button to reenter the installation information or click Cancel to exit
the wizard.

| <Back | MNext> | [ Cancel |
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13. When the VPN installation is complete a confirmation screen will appear. Select "Finish."

s VPN Client 5.0.00.0340 Setup =" X,
S ——
Cisco Systems VPN Client

5.0.00.0340 has been
successfully installed.
Click the Finish button to exit this installation.

<Back |[_Fosh ] [ Cancel |

14. A window will appear stating the need to reboot. Select "Yes" to restart or "No" to reboot
manually later.

You must restart your system for the configuration changes made
to Cisco Systems VPN Client 5.0.00.0340 to take effect. Click
Yes to restart now or No if you plan to restart manually later.

15. After the system reboots the VPN installation is complete. To log-in, proceed to the "Running
Cisco VPN" instructions below.
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Running Cisco VPN

1. To run VPN, follow the appropriate steps for your operating system:
XP: Select Start |All Programs |[UTSW VPN Client |UTSW VPN Dialer
Vista: Select All Programs |Cisco Systems VPN client |VPN Client

2. The main screen of VPN will appear. Double-click on "UTSW Remote without NAT." Some
Internet Service Providers use NAT and some do not. If this profile does not work, try the
other remote profile.

3. A window requesting a Southwestern ID and password will appear. Enter the appropriate
information.

& VPN Client | User Authentication for "UTSW Campus Wireles.,, SRS

Enter Usemame and Password.

afier]r, Usemame: l
Cisco

Password: ]

0K Cancel I

4. In order to proceed, consent to have the network monitor activity must be accepted. Select
"Continue" to acknowledge acceptance.

B v Ciet [ B S 0

Unauthorized use of this UT Southwestem system may subject you to criminal prosecution or

disciplinary action. Use of this system, authorized or unauthonzed, constitutes consent to
monitoring of this system.

Disconnect

5. Cisco VPN is now connected and all internal or "locked"materials are available. Access the
materials as if on campus.

For assistance with any of the steps above, please e-mail or call (214-648-7600) the IR Call Center..
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