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Today’' s Topl

Vista I s supported or
Student support contact information
SouthwesternID and password

Using student workstations

Shared folder access

Printing accounts

GroupWise emall access
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Today’' s Topil cC

Wireless access on campus
Virtual Private Networking (VPN)
Workstation down time

Computer and software discounts
Information Security training
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Student support

e Log support calls at 214-648-7600 or
Ircallcenter@utsouthwestern.edu

 Email: include your name, phone number,
the workstation number (SWCURA1234) if
In a student lab, and the issue

o Support technician: Amy Williams
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Student support

e \Walk-in hours in D1.204 are:

— Monday & Friday 3to 5 p.m.
— Tuesday through Thursday 8:15 to 10:15 a.m.

e More detalils are available on the web. Go
to http://utsouthwestern.edu/ir then click on
“Students & Postdocs'’
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Us er | D’ s and

e SouthwesternlD

— Use your SouthwesternlD and password to login to student
workstations and to access course web at
http://swcourseweb.org and web curriculum at
http://curriculum.swmed.edu

— Your SouthwesternID and temporary password is available from
t he Registrar’s office. Pl ease
first login to a student workstation or to GroupWise.

— Passwords should meet the minimum requirements for length
and complexity.
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Mowvell Login

You must change your < =
password the first time you
login to a student LOGIN-LGNWNT32.DLL

WO rkStatI on. LnsIM-LGRWTSZ, DLL-2040; This is s ir last chance to change wour passwaord,

You have no grace logins remaining.

Change Password

If you have any problems logging in,
please call 8-7600
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Personal and global shared folders

 Each student is allocated 3 GB of
personal folder space
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Printing from the curriculum

workstations

Fee is $.05/page for B&W,
$.25/page for color

Medical students begin with
$5.00 in their print account;
graduate students begin
with $50

Cursor over the
system tray for balance

Go to Cashieros
print credit

Please plan well ahead of
anticipated need!
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Archiving emall

e Instructions for archiving
emaill are at the student
help site. Go to
http://utsouthwestern.edu/
{10 S 0 =T 0 IR o3 I B o [ o M 4] Novell. GroupWise.
& Postdocs’”.

: 3

* Remember that your
archived messages are
part of your 3 GB of
allocated personal folder
space.
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GroupWise space limit = 2 GB

Mailbox Storage Size Warning
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Wireless Access on Campus

o Utwpa? is the wireless network on campus

* For information on connecting to utwpaz2,
go to http://utsouthwestern.edu/ir, click on
“Students & Postdocs’

 You MUST change the password for your
SouthwesternlD every 95 days to be able

to connect to utwpaZ2.
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Virtual Private Networking (VPN)

VPN Is used for

— off-campus access to some library resources
— off-campus access to certain curriculum materials

DSL or cable modem is strongly recommended.

~or information on VPN, go to
nttp://utsouthwestern.edu/ir, click on Students &
Postdocs.

Address is http://utswra.swmed.edu.
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Computer maintenance

e Scheduled downtimes for student workstations
and network

— 3" Sunday from 6 a.m. to noon
— Every Saturday from 2 a.m. to 6 a.m. (workstations)

* Workstation restarts and updates are performed
from 3 a.m. to 4 a.m. dalily.

Please plan study time accordingly.
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Discounted computers and
software for students

e See the student help website for discounts on
Lenovo, Dell & Apple computers, Microsoft
software, and more. Go to
http://utsouthwestern.edu/ir then click on
“Students & Postdocs”

 Microsoft titles and other software Is available
from the University Store. Please check with the
store for details.
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Security training

 Everyone must complete the Information
Security training.

e Go to the UT Southwestern home page at:
http://utsouthwestern.edu/irc | 1 ck on
cli ck the |1 nk to | o
here” under the red
your current trailnin
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Information Covered Today

Vista I s supported or
Student Support contact information
SouthwesternlD and Password

Using Student Workstations

Shared folder access

Printing accounts

GroupWise emall access
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UT Southwestern Student
Computing
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Student Orientation
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Information Security Topics

Southwestern ID and Groupwise account
Password reqguirements

Training requirements

Workstation requirements

Storage of UT Southwestern data
Requirements for encrypting data

Email security and encryption
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Southwestern ID / Groupwise

e Southwestern ID Is used to login to the Novell
network, Groupwise email, web applications
(IAim) and several other applications (Epic).

e Accounts are Inactivated without notice If not
used for 120 days, so login frequently.

e Self-service password reset process on IAIm
(series of secret questions) allows you to
change your own password or reset If it
expires (but does not change your
workstation password).
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Password Requirements

o Current password requirements:

— Passwords should meet the minimum
requirements for length and complexity

— Expiration (for students) every 365 days

e Future password requirements (within 6
months):
— Password length will increase along with
complexity

— Expiration (for all) every 365 days
T SOUTHWESTERN
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Training Requirements

The IAIm website Is the primary training site

Information Security — initial course
(everyone), annual refreshers (everyone)

HIPAA Privacy training Is required for those
who will work with patients

Institutional Compliance training for those
students also working full- or part-time

Epic training for MS3s and MS4s who will
need to document in the EMR
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Computer Requirements

Windows and Macs* are supported (*limited)

All computers must be kept up to date with
current patches (update.microsoft.com)

All computers must have anti-virus programs
that automatically update. Sophos is free at
utsouthwestern.edu/ir, click on Software.

To connect a laptop to the wireless network
requires a working wireless card and active
Southwestern ID
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Storage of UTSW Data

Each student is given 3 GB of network
storage

UT Southwestern data can include sensitive
or confidential information (e.g. patient data)

All UTSW data must be stored securely, and
under the control of the Medical Center

Sensitive/confidential data must be stored on
network drives, not on the local hard drive

UTSW data must never be stored on internet
resources (Google Docs, etc.)

ul SOUTHWESTERN

MEDICAL CENTER



Encrypting Sensitive Data

Laptops that routinely store sensitive or
confidential data must be encrypted

Safeboot (McAfee) whole-disk encryption
IS the tool used for Windows laptops

Macs use FileVault which i1s not whole-disk

Safeboot doesn’t worlk
laptops — some may require another
encryption solution (call for information)
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Email Security and Encryption

All email between users in Groupwise (UTSW,
Children’s and Par kl and)

Email outside Groupwise (to Yahoo, Gmall, etc.) Is
not encrypted (HIPAA violation if PHI)

Zix Secure Messaging allows the user to encrypt
messages going outside Groupwise

Messages may be reviewed if PHI, SSN, or
Financial data is detected

Just add the term secur
Subject line (try it by sending to your Hotmaill,
Gmaill or Yahoo email account)
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Questions?

e Jack Evans, Senior Information Security
Manager

— Jack.evans@utsouthwestern.edu
—214-648-1718

o Stan Waddell, Chief Information Security
Officer (CISO)

— stan.waddell@utsouthwestern.edu
— 214-648-1300
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Additional Information

IR Call Center (Help Desk), call 8-7600

Report spam and phishing emails to:
Spam Report@UTSouthwestern.edu

Report information security incidents to:
InfoSec@UTSouthwestern.edu

Stay on top of Information Resources
topics at: www.utsouthwestern.edu/ir (IR
Home Page)
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The End

Thanks for your time
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